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Who Wrote Sobig?

Version |.0: | 9-August-2003.

Version 1.1: 25-August-2003.

Version 1.2: | 9-Movember-2003,

Version |.3: | 7-July-2004. This sanitized variation for public release.
Scheduled for release: [-November-2004.

This document is Copyright 2003-2004 by the authors.
The PGP key included within this document identifies the authors.
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Ki irta a Sobig-ot?

2 Overview

Sobig was a virus specilically designed to aid the anonymity of spammers. Sobig opened up services that enabled
spammers to relay their emails anonymously. Although publicly the motivation and author of the Sobig virus is

unknown. through the use of forensics and profiling, we have identified a very likely suspect and motive.

COur research indicates that Ruslan Thragimov of Moscow, Russia, and/or Ibragimov’s development team. authored
s virus. Ibragimov himself is the author of Send-Safe. a bulk mailing tool product that was explicitly
1ed for sending unsolicited email (spam).




Send-Safe/SSSG és Sobig verziok
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Send-Sate 2.1

3/ 18/2003

Compiled on May 18, 2003, Supports more proxy types. (H1T 1P, HTTPS, Socks, etc.)

Sobig-B

SO182003

Compiled on May 16, 2003, Deactivates May 31, 2003,

Executable packaged with UPX. Believe to be the first non-proof-of-concept release.
Release correlates with Send-Safe 213 release. Provides many types of proxies, most
(all?) are supported by Send-Safe 213, but not supported by Send-Safe 2.09,

Send-Satfe

Compiled on May 30, 2003, New registration system. All proxies found by Send-Safe
proxy scanner are now sent to a central Send-Safe server for all users. More complex
encryption system for transferring the proxy list,

Sobig-(

Compiled on May 30, 2003, Deactivates June 5. 2003, Executable packaged with LJPX.
More complex encryption system. Eelease correlates with Send-Safe 2,14 release.

Sobig-D

Deactivates July 2, 2003, Believed to be a premature release or a test due to limited

spread and overlapping expiration date with Sobig-E. Sobig-D used the same ports as the

previous Sobig releases.

s

S2003

5550 observed relaying through a system with ports 2280-2285 open.

Sobig-F

S003

Compiled on June 24, 2003, Deactivates July 14, 2003, Executable packaged with
tElock. Proxy ports changed to 1555, 2001, and 2280-2285.

Send-Sate 2.14

/28/2003

Web page updated. Re-release of the same code: no code change.

s

TOL2003

5550 is observed using a new, unreleased version of Send-Safe. This version is believed

to be a pre-release of Send-Sale 2,16, possibly 2,15,

S85G

8/9/2003

5550 observed relaying through a system with ports 3380-3385 open. The open services
match Sobig-F.

Sobig-F

B/18/2003

Compiled August 17, 2003, public announcements 2 days later. Deactivates September
[0, 2003, Executable packaged with tElock. Includes encrypted command structure and

remote control. The proxy ports changed to 2555, 3001, and 3380-3385.
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-mail fejlécek

From: =alastairbai

-

vindt/ s

To: =useridomain=

Subject: **You'r

MIME-V :
Content-1 D mu

boundary="---—_NextPart_000_00B0_40A21C5D.T

[tipart/mixed:

3 (Mormal)

&

X-Mailer:
Importance:

ALC

ail-Priority: Normal

VB Windows Eudom Version 5.1
Normal

JAL8"

I email header

From: <infol@nofear.ch-

Tor =pyermdom ain=

Subject: Thank you!
Tue, 26 Aug 2003 14:29:47 - 0400
Scanner: Found to be clean
Importance: Naormal
ar: Mi ft Outlook Ex

MIME-Y
Content-Type: multipart/mixed:

boundarv="_Next Part_ 000 _066] EBBS"




Programozasi stilus

5.3.2 Similar: Coding Conventions
The Sobig malware has a signtficant number of coding conventions that are very similar to Send-Sate:

String concatenations. The Sobig virus uses static emaitl header values, i.e. the siring “X-Mailer: Microsoft
Outlock Express 600260000007 does not vary. Although the string is static, the code that generates it
concatenates two independent strings: “X-Mailer: * and “Microsoft Outlook Express 6.00.2600.00007. The
concatenation suggests that the developer reused code with a static value (*"Microsoft...” )y rather than simply

encoding the entire static string.

The majority of bulk mailing tools concatenate the field and value pairs like Sobig. Send-Sale uses a
concatenation function to combine the header information with the dvnamic value strings. This suggests
that Sobig used existing code for generating an email header, and then modified it to concatenate static
strings rather than simply hard-coding the static header values.

Use of *%s™. When concatenating strings. there are many different approaches that can be used. e a CH+
programmer can use .7 or 7 for concatenation. or the old-stvle C notation *%s™. There are also string
concatenation functions such as “strcat()’.

o When generating the email header, both Send-Safe and Sobig do not use “%4s™ (o concatenate

e S prhiFE bt bt AT -~




Motivacio

5.4 Motive to Write Sobig

Senders of spam tvpicallv relay their email messages through open proxy servers in a continuing eftort to obscure
the true sending host. With the proliferation of blacklists and other anti-spam systems, spam senders are finding it
more and more difficult to locate available open proxy servers. By opening multiple proxy services on millions of
compromised svstems, a spam sender could very quicklv and anonvmously relay messages without the fear of being
dentified.

Sobig provides the following two benelits tor spam senders:

|.  Sobig opens multiple proxy servers on svstems that are not blacklisted;

2. Sobig spreads verv quickly. infecting and re-infecting millions of svstems in under a week.
These benefits provide spam senders with a very large base of open proxy servers. Even though most of the infected
svstems will be cleaned within a week. there will be some systems that will remain mfected to continually provide
open proxies for weeks or even months.

We believe that Sobig was most likely written to support spam software. Any user or developer of spam mailing
soltware. including Ruslan Thragimov and Send-Sate, would be financially eager to leverage malware such as Sobig.
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Keéretlen levelek antivirusoktol
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Keéretlen levelek antivirusoktol

: ~
& GYANUS mappa megjelenitése a fleitold @veszprog. hu fidkbsl @ g@@

Eail Szerkesztés Specidlis Mozgas  Privacy  MNézek

PP e =M I =R B=

Feladd: MAY for Microsaft Exchange-M5 <MNAYWMSE-MSESELECTRADE HLU:
Cimzett: ‘'webmaster@veszprog.hu' <webmaster@eszprog.hux
Targy: A& Morton Antivinug ferttizést észzlelt egy On alkal kuldott Lzenetben, amit karanténba helyezett.

IIL cimzett neve: DirexMediah Inbox
bz ilzenet targya: Re: Approved
Part.att 1 977 A fertdzdtt allowany(ok) az iizensethdl eltavolitasra kerillt (ek) &3 zarolva
bajt lett (k) .

Horton AntivVirus detected and quarantined a virus in a message you Sehnt.

Recipient of the infected attachment: DirexMedia’ Inkox
Jubject of the message: Fe: Lpproved
One or mwore attachwents were dquarantined.

Aetachment all document.pif was Quarantined for the following ressons:
Virus W3Z.MNetsky.DAmon was found.




Keéretlen levelek antivirusoktol

& GYANUS mappa megjelenitése a fleitold @veszprog. hu fidkbsl

Eail Szerkesztés Specidlis Mozgas  Privacy  MNézek

PR H1e Hod 983
Feladda: N.fl'-."vf fiar Mlcrnsnft E:-:n::hange M5 <:N.-’-‘-.‘-.-‘M5E MS@ESELECTRADE HU
Cimzett: 2 u

HEOLE 5 & GYANUS mappa megjelenitése a fleitold @veszprog. hu figkbol

Fajl Szerkesztés Specidlis Mozgas  Privacy Mézet
Part.att 1 977 @@@E@ @@3 EN @@ @ @

hajt : -
! Feladd: Fanda <pandai@zcanour.dk:

Cimzett: ‘svzie-multimedia.org’ <syzioe-mulbimedia.orgs
Targy: Viruzs incident

Jerver AMNDEREILT

SJent by : piret.pressinotarid.ee
Addres=z piret.pressfnotarid.ee
Tao : iyzle-multimedia.org

Subiject Fe: Ee: Document

Date : 27/05/Z004 15:56:37

your document.pif
Virus : W3izZ/Metsky.D.worm - Disinfected

http://wyw. pandasoftware . com

Fanda Antivirus has found the following wiruse= in the message:

EEEE)




Keéretlen levelek antivirusoktol

r il
& GYANUS mappa megjelenitése a fleitold @veszprog. hu fidkbsl @ g@@

Eail Szerkesztés Specidlis Mozgas  Privacy  MNézek

E@ ﬁ @ EQ I" & GYANUS mappa megjelenitése a fleitold@veszprog. hu fidkhdl @Q@gr

Eeladﬁ: MHAY far Microsoft Eajl Szerkesztés Specidlis Mozgés Privacy Dlézet
Cimzett: ‘'wehmasterisive

Tagy: AP @ B L @ B & eal=I=l=R N,

F&jl Sgzerked Felado: Administrator@ilame. nebula fi
Cimzett: szi@e-multimedia.org
Part.att 1 977 @ @ Targy: [MailServer Motification]To Recipient wiruz found and action taken.
bt Feladoa: Bcanﬂail for Microsoft Exchange has detected virus-infected attachment(s).
Cimzett:
Targy: Sender = piret.pressfnotarid.ee
Fecipient(s) = xysfe-multimedia.org
Subject = REe: ERe: Document
Scamting time = 572772004 2:26:30 PM
Engine/Pattern = 7.000-1004/1.895.00

Fanda ik |

Action on wirus found:
The attachment your document.pif contains WORM _NETSEY.D wirus. 3canMail has Quarantined it. The

attachment was gquarantined to C:hProgram FileshTrend)3mex'\Virus'your_ documentdObSecScl.pif .
Warning to recipient. ScanMail has detected a wirus.

Mezsage From: piret.presafnotarid.ee
Mezsage To: Zvefe-multimedia.org

Adction taken: wour_ document.pif/Ouarantined
http: /7




Elnevezések problémaja

 “Ahany haz, annyi szokas!”
 Azonos nevek hasznalata megoldhatatlan

— Tobb, mint 100.000 kartevo

— Felismerési és azonositasi algoritmusok nem minden
esetben felelnek meg egymasnak

— EICAR
— CERT USA

— VGREP project (Virus Bulletin)
— CheckVir Real-time AV test




Real-time AYV test

 Folyamatos AV tesztelés (minden verzio)
— 10j virus megjelenésekor
— 1j antivirus megjelenésekor

* Elterjedt virusokkal szemben
— > folyamatosan boviil

* Felismeri-e? Ha igen, milyen néven?




W32/Zafi.A

Product name

Version(s)

Virus name(s)

Kaspersky Anti-\irus

45095 80673 (known wirlses

Kaspersky Anti-Virus

45095 82614 (known wirlses

Kaspersky Anti-Virus Workstation

( )
( )
45085, 84230 (known viruses)
( )
{ )

Kaspersky Anti-Yirus 45095, 87139 (known virlses I-YWorm. Zafi

Kaspersky Anti-Virus 450895, 89257 (known viruses I¥Warm. Zafi

Kaspersky Anti-Virus Personal 50121, 91566 (av database record | IWWorm. Zafi
count)

Kaspersky Anti-Virus Workstation | 4.5.0.95, 93606 (known viruses) -VWorm. Zafi.a

Kaspersky Anti-Virus Workstation | 4.5.0.85, 96130 (known viruses) I-VWorm. Zafi.a

Product name

Version(s)

Virus name(s)

M Afee VirussScan Enterprise

7.1.0,4313 (virus definitions),
4 2 60 {scan engineg)

Mew Mabware b (Virus)

McAfee VirusScan Enterprise

T0,4327 (virus definitions),
4 2 60 (scan engine)

Mew Malware b (Virus)

McAfee VirusScan Enterprise

7.0, 4339 (virus definitions),
4.3 20 (scan engine)

Mew Malware b (Virus)

McAfee VirusScan Enterprise

7.0, 4351 (virus definitions),
4.3 .20 (scan engine)

Mew Malware b (Virus)

MchAfea VirusScan

w4 5.1 5P, 4.04360 (virus
definitions), 4.3 .20 (scan engine)

W2 Zafi @

McAfee VirusScan Enterprise

7.0, 4367 (virus definitions),

A3 M feran anning)

W32 Zafl acihvin
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kicsomagolasa

A tesztelés menete

2 Wirnsirtd

frizsitese
Windows visszadllitasa (antivirussal) 3. Windows image
Virusirto frissitése Koo
Frissitett Windows mentése 4 Virnsesomag
Viruscsomag masolasa S
Frissitett Windows visszaallitasa 5 Windows imags
Virusirto tesztelése acsomagolasa

Kiértékelés a naplofdjlok, eredmény-
- P . B, Wansto
konyvtarak alapjan. tesztelése







